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Security management
challenges in virtual
organizations



Security-management
challenges

 We work with many partner organizations, our

employee assignments to projects (VOs) may
change frequently

— We don’t know all colleagues from other companies
—> identity and access mgmt is difficult to get right

e Security needs to be managed in a distributed
way

— We must ensure privacy for our employees when they
access remote resources

— We need assurance when remote users access our
services
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Security-related challenges (1)

e Security management — Who does it?

— Need to find appropriate abstraction so that
the I&A mgmt can be understood and done by
the business owner

* Different VO membership models are
possible

— Static vs. dynamic partner sets

— Varying infrastructure support (central
repositories)
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Enable to easlily

Dynamic

— Collaboratlons across organlzatlons created as
necessary

— Minimal out-of-band overhead for administrators or
users

Secure

— Make it more secure for IT groups by making it more
manageable

Intuitive
— Each federation i1s based on trust between humans
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Our (EMIC) beliefs regarding
collaboration

. Trust across organizations depends on
people who trust each other

. Whoever makes a decision should have

the tool to enforce that decision

. Collaborations must be visible and

manageable inside the company
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The corporate
STS’s contact
database for
EPR/tokens

| Contoso

Enact
collaboration
inside the
organizations

We have a collabo-
ration with
Contoso. From our
side, |
(EUROPE\chgeuer)
own this
collaboration. The
collaboration UUID
is Oxdeadbeef.

Here's their STS
contact.

ro
ter

MS | Contoso

We have a
collabo-ration with
Microsoft. From
our side, |
(CONTOSO\Carol)
own this
collaboration. The
collaboration UUID
Is Oxdeadbeef.

Here’'s their STS

-




Can role ‘Editor’
inside “Project
123" perform that
requested action?

4" still >

Resol The requested action is
permitted.

Claim/Role/UUID
- Operation
mappings

Can this token &
invoke that
operation on

—He?

()
S O Is Bob part of

Contoso? Is

O “Project 123"
still active?

Here's the Is

token you TONTOSO\Bob

Teed Lart of project

with qiven UUID
1237 \What rgle

Employers{dse
owners of
initiators) define
Id/UUID -
Claim/Role/UUID
mappings

| want to use that
Microsoft service
in the scope of
“Project 123".

| want to use
your service




that

Fabrikam has had a
virus run through
their network. I'm
going to stop the

federation with them

until we know itjs

What
Collaborations from
me are still active?
Hm, why are we
still federated with
that ‘foobar’
proposal? | thought
we’ve dropped it. |

______

Is somebody in my
organization here
working together with
Contoso? Hm, | see

EUROPE\chgeuer
as a collaboration
O them. I'll mail

rosoft Innovation
ter

Fabrikam

B I

The STS is the central
point of control for an
organizations
collaborations — the
main fuse!




“Scoped” Federations

« Enable federations but scope (constrain) them to
specific resources in the network

« Federations can be setup for fast situations

— Technical support issue, sales presentations, one
time interactions, etc....

o Safer for IT departments

— Reduces the threat surface by only exposing assets
In scope

— Enables monitoring of information flow between
companies

— Puts context on information sharing, making leakage
easier to detect and handle
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SAFe — A pluggable STS



STS Hosting

Environment

Logic Plugin
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STS Logic

A
v
A
 Z

 ——

STS Management Client STS Hosting Environment
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Customized federation management experience

¢} Federation Management Client - http://localhost/STSService/ManagementX509.ashx - X509(CN=CONTOSO Client)
File  Management View

Eaad e

Custom Ul plug-ins:

* e.g. simple, template
based service mgmt

Mok aal « e.g. complex, fine-
grained access control

Token Val Token Type
- CN=C ice  X.509 Cerfficate
&Proxy/Service/Service asme  CN=C( ice X509 Cerificate

) Federation Management Client - http://localhost/STS5ervice/Management(509.ashx - X509(CN=COMNTOSO Client)

e Using web services mgmt:

Token CH=DONTOSO Service Tioe 2509 Caficate ° application_speciflc
N ko o ot e MR “federation” mgmt

it Aeewe mecmsol com e ety safes Tlulliohy Tham .
NE— * federation mgmt
e e ol sty A operations embedded
o In business process

Rabe mn “Manages
ol == “Wedoer™
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One STS — Many deployments

Context Context
Information Information

Provider Provider

““

__
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Policy Decision Point  Security Token Service Security Token Service  Policy Decision Point

S

III*
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Request
token

Validate

Request
token

Request hadd
authorization

authorization

L

CONTOSO\Bob

s olicy Enforcement Poin

Policy Enforcement Pc,

L

Service

Protected

service
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VO Memb

— Manually-e
every partner”)

— VO-wide STS (WS -Trus
database)

Authorization decisions
— Dedicated PDP, STS only validates claims
— STS running as authorization service

— Mixed mode (TrustCoM)

 STS validates claims and does authorization decision
« PEP configuration specifies whether additional PDP is contacted

Client claims
Token formats

partner knows

end to-a membership
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SAFe — Development
overview



SAFe Prototype Implementation

* Prototype validation in multiple EU FP6
projects
— TrustCoM
— MOSQUITO
— NextGRID
— MYCAREVENT

 Main technologies
— SOAP, WS-Security for communications
— WS-Trust for token exchanges
— SAML profile for security tokens (currently)
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— Based in .
Indigo/WCF

— Pluggable modules for
* VO Partner membership providers
» Claims implementations
» Claims derivation providers
» Service access authorization / claims validation modules
— Claims-requirements policy engine
— Proxy support to hook up legacy web services
— Web services-based federation management
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« SAFe Re _
of TrustCoM ementation)

e SDK based on .NET 2.0/ WSE 3.0

 SDK contains STS, management client,
and sample plugins (such as the
TrustCoM-specific plugins)
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(SecPAL Authorlzatlon support)
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(chgeuer@ ) _
— http://www. microsoft. com/emlc
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